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1988 USAFA Graduate, BS US Military History, Minor in German Language
SAC Alert Force KC-135 Instructor Navigator 1990-1991
Single Integrated Operations Plan (SIOP) Instructor & Planner
Received the SAC 1994 Omaha Trophy on behalf of 43’ ARW
Briefed 4-Star US CINCSTRAT (Commander in Chief US Strategic Command) on SIOP Training
AF Squadron Officer School Graduate
Training Graduate
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BACKGROUND & BONA FIDES



Power gri

The U.S. power system is
divided into thase three major
NeIWorks or power Qrids.

THE TARGET

© 2003 KRY
Sowrce: U .S Energy Infofraston Admnsration



» Same storm melte
Voltage) Transformer, Damage
Transformer

» August 2003: Northeast Blackout (heat wave)
affects 50M
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equipment taken (co

» Jan 2015: Terrorists blackout 80% o
(nuclear weapons nation) for days




DOMESTIC THREATS

Daily 2018: Cyber attacks/threats

Dec. 2018 Age/Overload on NYC EHV
Transformer leads to explosion, blue sky &
blackout. Transformers last 30-40 years, if
properly built (18 mo. build time)

2014 FERC (Federal Energy Regulatory
Commission) leaked analysis determines
taking out 3 fransformer substations in the
Western Power Grid could take out power to
11 States (CA, UT...)

Taking out just 9 of appx. 3,000 EHV
Transformers to black out entire US. Spares are
very limited and not universal

Future: Sleeper agents on soft targets, virus,
nuke from satellite or Russian Bombers based
in Venezuela
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HOW A NORTH KOREIN
EMP COULD AFFECT T
US ELECTRICM. GRID

A

Russia’s Ace in the
» China’s Final Play
» 1960's MAD Doctrine is Weakened

- Could be done from a submarine, cargo i
ship or secluded island B | ATLANTIC
/7 OCEAN

. Terrorist Dream oACIEE
+ YouTube: North Korean Ship Panama OCEAN

Canal (Missiles from Cuba, 1942) TRl

- Why destroy and radiate when you can
wait and occupy at will



New U.S. approach to missile defence

The Trump administration is responding to the threat of a North Korean
attack by spending billions of dollars on existing defence systems
and new strategies to defeat Pyongyang’s long-range missiles
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NEW STRATEGIES ‘1 EXISTING SYSTEMS 7

El Before launch El Expansion: Boosting number
Stepping up cyberattacks to of Ground-Based Interceptor
interfere with missile control, missiles — deployed in Alaska

or carrying out industrial sabotage to  and California to defend U.S.
slow North Korea’s test programme against incoming warheads

F Boost-phase defence: Shooting ~ during midcourse phase —
down missile in first five minutes of from 44 to as many as 104
flight — when it is rising slowly and A Reliability: Equipping
before it releases any decoys — using  interceptors with improved
patrolling drones or F-35 fighter jets Exoatmospheric Kill Vehicle,
armed with long-range air-to-air which destroys warhead by

missiles or even lasers force of impact. In trial runs,
; conducted in ideal conditions,

Exoatmospheric
Kill Vehicle

Interceptor
missile

interceptors have achieved
only 50 percent success rate

Source: New York Times © GRAPHIC NEWS

CURRENT MISSILE DEFENSE: INADEQUATE






Soviet Union's K project series tests and detonations

Local ¢ Delivery,
; Elevation te 5 : ;
Name ) time - noie 3] ) [note 5] Device | Yield Fallout
[note 1] Date time (UT) T Location +[h$|g4|]1t PUrmoss note 7] [note 8] [note 9] References Notes
note
[note 2][8] [note 6]
Exploded short of target
Launch from Kapustin above Sary Shagan,
Yar, Astrakhan west of Dzhezkazgan
s 48.56956°N (or Zhezgazghan). EMP
45.90346°E, elv: 0 + space rocket ran to thousands of
gt 22 October 1962 ALMT 0 0 + O fi); IR0 80 k - d
(Joe e mEan kilometres | & %0 <™ 300 kt 24 o
03:40:45 (6 hrs) Detonation over | : weapon 570 km of telephone
157) | (180 mi) ) )
Karagandy, ' effect ~ = lines, 1000 km of buried
Kazakhstan power lines, and
o 47.76469°N caused the destruction
63.95136°E of the Karaganda power
lant.

THREAT DOCUMENTED: RUSSIAN
LIVE TESTS OCT 1962.

K-PROJECT, KAZAKHSTAN.
RUSSIA’'S GRID IS HARDENED

Freezing electronic devices of ground and underground bunker facility
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TEST AND MEASUREMENT

ABB Tapped for Three Ballistic
Protection Transformer Solution
Orders

AssetShield-protected transformers are designed to help
utilities meet new security and resiliency standards for
critical substations in the U.S.

Feb 20, 2017

O-Seslities for its AssetShield solution to
ivef hardened L bullet resistant transformers, 2qd facilitate the protection of critical

ets, minimizing potential outages and enhgfing the reliability of power networks.

AssetShield-protected transformers are designed to help utilities meet new security and

resiliency standards for critical substations in the U.S. This solution is an integral part of

ABB’s Transformer Resilience initiative that includes five strategic elements — assessment,

hardening, monitoring, rapid repair and rapid replacement — designed to help utilities

protect assets and restore power quickly in the event of physical damage to a substation.

The United States, like any other country, is more dependent than ever on reliable electric
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Protecting the Grid and other key components (SCADAS, military)
makes an EMP attack less likely because the impact would be less

d recovery were in the Summer 2018 Russian-Chinese
iced replacing transformers and power

=feat the US

- Poseldon intercontinental nuclear-powen nucikear-armed autonomo tor
Moceddar / Crmamyc-6 / Caud
k.

RUSSIA PREPARED TO DEFEAT US TRIAD



Cost is approximately $2-4 Billion for Basic Grid Protection (US). 1% of that for UT
Brass Standard: Surge Arrestors, Faraday Cages, Air Breakers, Harden Computers.
Silver Standard Upgrade: Bury Transmission Lines. Gold: Protect Buildings
$30M +/- $10M for Utah. Utah Nat'l Guard or Dept. of Public Safety Oversees
ost is a few hours of US Spending. Shovel ready jobse
foreign aid to some countries.
ir. FB Poll overwhelming support to divert $30M.
to farmers

tric Customers. Utah's
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August 2016 Republican National Committee
the urgent need to harden the US Grid

2017 (circa) Pres. Trump becomes the 15" President to support hardening the C

August 2018 Utah Republican Party (SCC) passes a Resolution supporting the
US/Utah harden the Grid and allow Utah to separate from the Grid. Co-sponsors
included, Speaker Greg Hughes & several County Chairs

September 2018 Davis County Utah Republican Party passes a Resolution supporting
hardening the US/Utah Grids. | will send you one for your County!

Next: That's up to you and me. Call/email/text your Representatives, it maiteérs!

LEGISLATIVE HISTORY


http://davisgop.org/wp-content/uploads/DCRP-Resolution-to-Harden-the-Utah-and-US-Grids.pdf
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+ Should inspire other states or Federal
government to do likewise

About us, News, Media and Social Media

*Protecting against EMP also protects
against all other threats

SPECIFIC SOLUTIONS FOR UTAH






